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Foreword

— Robert S. Mueller Ill,
former Director of the FBI

Today, with the rapid changes in the cyber threat landscape, the cybersecurity industry at large

acknowledges that there are only either companies that have been hacked or those that don’t know they
have been hacked.

The ramifications of such attacks on businesses could be multifold:

So, here are a couple of critical questions every MSME needs to give serious consideration:

First, how well informed do they feel about the risks of
cybercrime?

And what is their overall level of preparedness against
cyberattacks?




The MSME Threat

Lang@s§cape

Apart from the size of the MSME sector, there are
other reasons like smaller budgets and the size of the
organizations in terms of the number of employees that
lead to increasing attacks against the sector. Adversaries
with different grades of sophistication catapult attacks on
MSMEs, resulting in data breaches that lead to financial
profits for the attackers.

Since most MSMEs have a smaller budget and fewer
employees than large enterprises, they often lack a

stringent security policy or a dedicated team to defend

against the onslaught. As a result, they often get conned
by the most common cyber attacks and lose vital assets
such as customer records and intellectual property.

In the last financial year (April 2021 to March 2022),

K7 Endpoint Security solutions blocked more than 78 million
global threat events. And we saw more than a 100% spike
in attacks between Q1 and Q2 of FY 2021-22.

What's worse, the increasing numbers also confinued in

the subsequent quarters.

Threat Events Blocked (FY 2021-22)
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Fallacies Versus Facts

Fallacy

Cybercriminals do not farget small and medium-sized

businesses.

Fact

MSMEs have been a growing favorite of cyber criminals
over the past several years, especially given the

high possibility of small businesses not implementing
advanced security solutions and the sheer volume of such

companies.

An organization is cyber safe if it invests in

sophisticated security tools.

While cybersecurity tools and solutions are essential to
keep an organization safe from external attacks, their
full capabilities can be harnessed only when they are
appropriately configured, kept up-to-date, and their alerts
and notifications are monitored and acted upon in a

timely fashion.

Securing an organization's infrastructure is solely the

responsibility of the IT team.

Cybersecurity breaches typically have long-lasting effects
on an entire business. It is unrealistic for an IT team to
shoulder this responsibility exclusively; it would need to be

shared by every employee.

Compliance with industry regulations is adequate to

keep a business cyber safe.

Adherence to industry regulations helps businesses have
a smooth flow of operations, establishes trust, and avoids
legal consequences, but does not go much beyond that
as regulations, more often than not, lay down only the
bare minimum of security practices rather than including

the complete spectrum of cyber hygiene.

Secure internet-facing infrastructure is all you need to

have.

This is again an imperative, but not enough; organizations
need to have stringent security policies in place that are
enforced in daily practice and give periodic awareness
fraining to all their employees, lest they cause inadvertent

damage like using infected USB devices on systems within

the network.




Attacks sprawled across -

the period

Putting a-magnifying glass on the oncoming attacks, we
see a large variety of outdated infrastructure and lack
of cybersecurity strategy and cyber-hygiene practices
among many other concerns.

Unlike large organizations, MSMEs primarily focus on
their existing assets fo continue their business. As a result,

over half of MSMEs have suffered at least one or more

cyberattacks in the past financial year and the numbers
are increasing every day.

It is easily decipherable from the following graphical
representations that, except for the Trojan category, the
numbers of which have not spiked much over the last
year, all the other malware categories have drastically

increased.
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Trojans
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While the number of Trojan-based attacks stayed more
or less the same for the last quarter, ransomware, worm,
and backdoor-based attacks doubled, tripled, and
quadrupled, respectively.

The results might be shocking fo those who have not
taken cybersecurity seriously. Still, they are (unfortunately)
what is expected in light of the exponential digitalization
of businesses across the country without the equivalent

security measures in place.
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To avoid the cyber-insecure list, businesses first need to
identify the threat-prone parts of their present ecosystem.
Assessing the flaws in your business network will be easier
once you learn how modern attackers lure, intrude, and
take control of business networks by looking at the security
breaches owing to one or more of the abovementioned

misconceptions.
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Case Study 1.dhe Ransomware Carnage | P.8

Researchers from K7 Labs found the following chain of
facts:

In yet another incident, an enterprise customer of ours
reported a ransomware attack on one of their servers
and one of the drives on the server was completely
encrypted.
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Cybercriminals gained
access to it using a brute
force attack, after which

they had deployed
the ransomware
on that system

A public-facing system
was exposed without
any security solution

installed

Case Study 2 - Unprotected System Contaminating the Network

One of our enterprise customers recently reported that
multiple folders were hidden on some of their systems.

Even though the K7 solution installed on the infected
systems detected and removed this worm, the issue kept
recurring. The event prompted our researchers to study
the network thoroughly, revealing that several systems

i

Other malware strains
keep coming back even
after thorough cleansing

K7 Cyber Threat Monitor

on the customer's network, including one of their storage
servers, did not have the K7 endpoint solution installed.
On analysis, we found the following malicious actions on
the network:

Our researchers later found

a few unguarded systems,

including a storage server in

the network, doing the
damage

onfents
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K7 Lab received a request earlier this year from an institution that was not one of our customers. They stated they had
many users complaining that some of their website pages were either not accessible or not loading correctly, and they
wanted help to resolve this at the earliest.

Their description of the problem suggested Denial of Service (DoS) attacks on their web server.

3
The Impact

The malware
delivery and
distribution resulted
in an increase load
on resources,
resulting in a drastic
slowdown of the

They also injected
Threat actors malicious scripts to
hacked a website ensure the website
and stored a acts as a malware
vairety of malware launchpad without
the owner's
knowledge

server

Another unfortunate but interesting incident was a ransomware attack caused by a server with weak credentials. Here is

how it happened.

The administrator
inadvertently assigned
a server with weak
credentails and a

public-facing IP Attackers identified this
1 server as a potential

intial entry point while

scanning for vulnerable

L

systems.
They launched a brute 2
force attack to gain @
administrator access
3 They executed a
2 .NET-based
@ ransomeware soon
S after they gained
initial access
4
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Case Study 5 - Threat Actors Exploiting Infamous Vulnerabilities | P.10
There was a case of K7 Endpoint Security displaying frequent notifications of a malicious script being blocked on an

enterprise network. When the customer approached us to understand why there were repeated alerts, our research team
undertook an investigation and recorded the following observations.

The Muddle

The Mask

m The Agenda

They also exploited an SMB
vulnerability to propagate to
other unprotected systems on
the network
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While the above-explained instances are a few among fashion of intrusion, such as phishing and other forms of
the large variety of attacks MSMEs faced during the last social engineering, among many others.

financialsyear, many other attacks are prevalent with The other prevalent methods are as depicted:

high visibility in the threat landscape. The malware strains

diversified, and the baddies often picked the best possible
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The Vulnerable Dot

Looking over the threat events that spawned over the
year, we found a few security deficits that malicious
actors increasingly focus on fo get the desired point of

infrusion terinflict damage.

Insider Threats

Human Error

Cumbersome BYOD Implementation
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o - .

K7 Cyber Threat Monitor

These are the most common reasons why businesses fall

victim to cyberattacks.

Shortfall In Employee Training

Unpatched Systems and Applications

Unencrypted Data
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How K7 Endpoint Security Helped The
MSME Sector

Tens of Thousands




Checklist Of Safeguards 14

K7's range of security solutions provides robust, multi-layered protection against all forms of cyberattacks, including zero-
day attacks, drive-by downloads, identity theft, hacked and malicious websites, and phishing, with an extensive set of

features that defend against known and unknown ransomware, the nastiest type of malware created thus far.

However, besides having our state-of-the-art cybersecurity solutions installed on networks and machines, you should also
incorporate arlist of actions, tasks, and rules to outsmart attacks aimed against your enterprise.

Torsurvive the modern cyberthreat landscape, it's always a good idea to nip the problem in the bud by following safety

precautions.

Undertake VAPT

Backup Your Data

Encrypt Your Data

Patch Everything
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Filter Your Email And Train Your Employees | P.15

Email is one of the best internet-based tools for businesses of all sizes. It improves communicationbetween people and
teams, and with clients. But unforfunately, the growing requirement for email services results in threat actors triggering
spam, phishing, and malware campaigns.

Admins should scanincoming emails and quarantine any found malicious. Using a spam filter helps businesses get away
from phishing emails. Unforfunately, modern threat actors are smart enough to compose convincing and authentic

emails.-foeliminate such fraps, you must educate your employees on cyber hygiene.

Manage Privileges

Every employee in an industry is responsible for improving their performance and learning new skills. But unfortunately,
many aren't aware of the hidden traps on the internet. Hence, you should offer them what they require for work and

disable the rest, such as admin privileges on the machine, data modification and deletion rights, etc.

Encourage Password Hygiene And Embrace MFA

Complex passwords protect our online accounts and data from bad actors. But having an easy-to-guess password can
get you in frouble. So, always have different and complex passwords for each service.

It would be best if you had Multi-factor Authentication (MFA) wherever possible for better security on your systems. MFA is
always better as it involves more than two devices to restrict access.

Most SaasS services offer MFAs, but some stick with 2FA.

Apply Rules To Mobile Devices

We recommend establishing a policy concerning mobile device use. The guidelines should entail restricting app downloads
to official app stores only. They should also include necessary cautions, such as going through the user reviews before
downloading and installing any app. The guidelines should also provide other dos and don'ts as instructions to employees.

Get Rid Of Third-party And Free Applications

Many MSMEs often have a minuscule budget for the computing infrastructure resulting in security compromises, such as

downloading pirated or free software. Some don’t even bother fo have security software to evade oncoming attacks.

Such negligence can result in massive monetary and reputation loss; hence we recommend securing your devices with
reputable security products such as K7 Total Security for Windows, K7 Antivirus for Mac, and K7 Mobile Security (Android

and iOS), and keep them up-to-date.
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